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Abstract— According to the United Nations, almost 50 percent 
of world population and more than 70 percent of that of 
developing countries are living in rural areas. Majority of this 
population live in poverty especially in North and sub Saharan 
Africa. Rural population face unique problems compared to their 
urban counterparts in terms of access to technologies, 
infrastructure, markets and social services. Experts have 
identified ICT as the tool for overcoming the inefficiencies in 
traditional methods for the empowerment of rural masses. In this 
paper, we study how cloud computing can be used to meet the 
ICT requirements for rural development in terms of 
opportunities and challenges of implementing and using the new 
technology. 
Index Terms— Cloud computing, rural ICT development, 
cloud models, community cloud. 
I. INTRODUCTION 
Cloud computing has been the newest paradigm in 
distributed computing that enables a total transformation of the 
way computing resources are provisioned over the internet. 
Computing resources including hardware, software, 
development platform and other services can be made available 
to the customers over the internet as services through cloud 
computing. When these services are accessed, the customers 
would be charged only for the services accessed in terms of the 
resources consumed and the duration of use. Because cloud 
computing business model is very similar to that of utilities 
such as electricity, water, gas and telephony, cloud computing 
is now commonly known as utility computing or the 5th utility 
[1]. Due to the innovative way the computing resources are 
provisioned through cloud computing, it entails several 
advantages compared to the traditional methods employed in 
the past. Some of these advantages can be summarized as 
economies of scale, reduced investment on computing 
infrastructure, global reachability, reduced expenditure on 
human resources, minimized software charges and improved 
accessibility and availability [2]. Though cloud computing 
offers several benefits, it has certain shortcomings too. These 
shortcomings include the requirement of stable high speed 
internet connection, security of the information stored, limited 
availability of features, lack of measurement techniques for 
quality of services and trustworthiness of service providers etc., 
[3]. Since cloud services are made available over the internet 
specifically as the web 3.0 services, cloud resources can be 
accessed using multitude of devices such as regular PCs, 
notebook computers, mobile phones, smart phones, personal 
digital assistants (PDA) etc., using standard web browsers [4]. 
According to the United Nations, presently around 50 
percent of the world population live in rural areas and the 
percentage of rural population in developing countries exceeds 
70 percent [5]. Hence the majority of rural population live in 
developing countries where facilities and access to modern 
technologies are very limited. Also, majority of this population 
is dependent on agriculture for livelihood. Unemployment in 
among rural youth is the highest, in some countries reaching 25 
percent in regions such as North Africa [6]. Hence majority of 
the rural population live in poverty where in some regions the 
poverty level is so high that majority of the population in these 
regions live in less than $1 a day the absolute poverty line set 
by the World Bank [7]. In addition to poverty and high 
unemployment, the rural areas suffer from several other 
structural deficiencies such as lack of infrastructure, 
insufficient access to markets, limited access to social services 
such as basic education and healthcare along with large 
families compared to their urban counterparts [8]. Hence the 
rural population in the developing world is considered the most 
vulnerable of all the population in the world. In order to help 
these communities overcome their disadvantages and reap the 
benefit of development similar to their urban counterparts, it is 
necessary to empower them adequately. In order for effective 
empowerment of the rural youth, experts have identified the 
necessity of the access to Information and Communication 
Technology (ICT) [9].  
In this paper, we take an in depth look at how cloud 
computing can be used as the ICT tool for rural development. 
We carry out an in depth study on the advantages and 
disadvantages of cloud computing along with the unique 
requirements demanded by rural youth empowerment. Rural 
societies have very special requirements compared to the urban 
counterparts where most of the things like access to 
infrastructure, knowledge and services are taken for granted. 
But in rural societies these things will play an important role 
demanding special attention. Thus we try to match the 
requirements of the rural societies with the capabilities of cloud 
computing while minimizing the effects of the disadvantages 
of technology especially that of cloud computing.  





The main objective of this study is to identify the 
opportunities and challenges in implementing and using new 
technology particularly cloud computing for meeting the 
requirements of rural ICT development. In order to achieve this 
objective, it is necessary to follow a strict scientific 
methodology so that the results are valid and repeatable under 
similar conditions. The methodology adopted in this study is 
mainly literature review and critical analysis of the same 
finally arriving at a proposal for an implementation framework. 




Fig. 1. Proposed Research Framework 
Once all the required literature has been collected, the work 
will be carried out in parallel by identifying the critical 
elements that must be addressed when implementing rural ICT 
projects and special features of cloud computing that can 
effectively address these requirements. When the critical 
analysis of the literature is complete and the required factors 
are identified and the corresponding factors from both sides 
would be mapped. Finally based on the mapping created in the 
previous step, an implementation framework will be proposed 
that would exploit the advantages of cloud computing while 
minimizing the disadvantages for successful execution of rural 
ICT projects. 
III. RURAL ICT DEVELOPMENT 
Information and Communication Technology (ICT) has 
been identified as the tool bridging the development gap 
between the urban and rural communities. ICT can successfully 
leveraged to reduce the imbalance between the urban and rural 
communities by raising income, improving their quality of life, 
creating opportunities for access better education, healthcare 
and other social benefit programmes and creating better 
markets for their products and services by eliminating the 
middlemen [10]. Several projects have been undertaken 
throughout the world for bridging the digital gap between the 
urban and rural and these projects have met with various levels 
of success. This section takes an in-depth look at some of rural 
ICT projects carried out with the objective of understanding the 
salient features that decide their successes and failures. 
Pade et al., state that, sustainability is the key factor that 
makes the rural ICT projects effective [11]. There are a number 
of issues that need to be addressed in order to create 
sustainable of rural ICT projects. The main issues faced by the 
rural ICT projects include limited access to infrastructure, 
limited formal education, insufficient training and capacity 
building, financial and political constraints, and social/cultural 
challenges. The sustainability issues of rural ICT projects can 
be grouped into five main groups such as social and cultural, 
institutional, economic/financial, political and technological 
factors. In this paper we mainly concentrate on the 
technological factors.  
Best and Kumar investigated the sustainability failures of 
rural telecentres in Tamil Nadu, India [12]. They found that the 
majority of the telecentres operated by private operators closed 
down within a short time, while the other ones funded or 
operated by NGOs in the same area had a longer operational 
life time. The main reason for this was the business models 
adopted by the parties. The private operators were more 
focused on profits charging the customers while the NGOs 
operated ones had donor funding helping them to focus on 
services. The technical reasons for the failures included lack of 
voice telephony facilities, bad customer support from the 
network provider, lack of prior computer training and the 
unsatisfactory internet connectivity.  
Ogbomo and Ogbomo have carried out an investigation on 
the factors affecting the availability and accessibility of ICT in 
rural communities within the Delta state of Nigeria as a case 
study [13]. They have found several important constraints for 
successful use of ICT in rural communities. The most 
important constraints identified include high cost of facilities, 
unavailability or lack of infrastructure, lack of skills and 
awareness, lack of information policy and its implementation, 
language barriers, little or no government support and political 
instability. 
According to Rao, the primary objective of e-government 
projects is to improve the reach, enhance the base, minimize 
the processing costs, increase transparency, and reduce the 
cycle times [14]. He also state that in order to achieve these 
objectives, the rural e-government applications must be aimed 
at offering easy access to citizen services and improved 
processing of government-to-citizen transactions. The 
important points to note here is that from the technical point of 
view, it is important to reduce processing cost and cycle time 
and providing easy access to the services. In addition to the 
above, he has also identified the selection of appropriate 
technologies in terms of dependability, maintainability and cost 
effectiveness for rural connectivity and information processing 
solutions and the speed of implementations play a vital role in 
success of the these projects. The implementation model 
identified by him includes several servers hosted by respective 
departments for offering the identified services. These servers 
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are connected through Intranet / LAN to the delivery server 
where the e-government portal is hosted. This model has 
several shortcomings in terms of implementation and 
maintenance. When each department maintains its own server, 
the total (cumulative) cost of hardware and other resources 
become very high. Each department needs to have its own 
expertise for managing the systems and also the recurrent cost 
involved in maintaining and managing the systems including 
power consumption and consumables will also be high. In 
addition to the cost, the implementation time for each system 
needs to go through the complete cycle starting from 
specification identification, purchase, installation to testing. 
Also, it is important to note that the utilization of these servers 
would be very low and most of the time they would just idle 
wasting the precious resources and investments. It has been 
identified that even in large commercial data centers, the 
average server utilization lies between 4 and 18 percent [15]. 
The probable solution to reduce the cost and time of 
implementing and maintaining the systems while increasing the 
utilization is to consolidate and co-locate all the servers in a 
single data centre such that they can share many of the 
resources and costs. 
Lack of English knowledge is one reason for the failure of 
many rural ICT projects [16]. Also there is a dearth of experts 
for developing innovative applications and content in local 
languages [16]. The researchers suggest developing human 
capital to fill this gap. But it would require enormous 
investment and time to develop the computer and language 
skills of the rural masses. Also, people would not invest 100 
percent of their time on learning, if there are no immediate 
financial benefits in terms of some kind of stipend during the 
training period as they are already in poverty. Hence it would 
be better to develop the content in local languages that can be 
readily used by the rural masses with little training on how to 
use it. Then the issue of lack of expertise on application and 
content development needs to be addressed. This issue can be 
addressed very easily by pooling whatever the human 
resources available into one place, so that it can serve multiple 
clients from the same location. This would be much easier than 
training the entire rural population on language and computer 
skills.  
Almost all the rural ICT projects implemented use internet 
kiosks for delivering the services to the users [12,14,16]. In 
order to access services, they need to go up to these kiosks and 
pay for the services. Also depending on the number of 
computers available at these kiosks, users may have to wait for 
long time until their turn comes, depending on the demand. 
These issues would discourage even an enthusiastic user in the 
long run. The cost of low end computers is coming down on a 
daily basis, enabling anybody to afford them [17]. Hence it is 
advisable to move towards low cost commodity computers for 
client access rather than centralized kiosk solutions. These low 
cost computers can be used to access services hosted in 
centralized data centers. Also, the web-based applications can 
be accessed using any web browser eliminating the need for 
client applications in the local computers. 
Sewchurran and Brown have investigated the factors 
affecting ICT service delivery from a service providers' 
perspective [18]. In this study, they have identified three 
different types of factors known as enablers, inhibitors and 
hygiene factors. The enablers are a must for delivering a 
satisfactory service on the other hand inhibitors if present, 
would impact the successful service delivery negatively. The 
hygiene factors do not necessarily enhance the service delivery 
if present, but will negatively impact the service delivery if 
absent. Hence this is also identified as a necessary set of factors 
for successful delivery of ICT services. The authors have 
identified service uptime and availability along with presence 
of a service level agreement (SLA) and compliance with it play 
a major role in the successful service delivery. From a 
technical point of view, in order to provide a satisfactory 
service with predictable uptime and availability, it is necessary 
to have sufficient computing and other resources to meet the 
customer demands. If disaster management and mitigation is 
also taken into account, it is necessary to duplicate the entire 
system in another location. All these would add to the cost of 
service delivery. The best way to meet all these requirements is 
to collaborate with other service providers and have a common 
shared data centre. 
From the above discussion, it can be seen that there are 
several factors affecting the success of rural ICT 
implementations. These factors can be summarized as follows: 
 High cost of facilities. 
 Lack of human resources for managing facilities. 
 Lack of human resources for innovative application 
development. 
 Lack of resources (no. of computers) at telecentres. 
 High implementation and maintenance cost. 
 Inadequate performance. 
 Lack of English knowledge of users. 
 Lack of computer skills for users. 
 Lack of service agreements. 
 Lack of network capacity. 
 Lack of income. 
IV. CLOUD COMPUTING 
Cloud computing has revolutionized the way computing 
resources have been delivered and used through a total 
paradigm shift [1]. Fig. 2 shows the Capacity Utilization curve 
developed by the Amazon Web Services comparing the 
behaviors of traditional and cloud based resource provisioning 
[19]. From Fig. 2, it can be clearly seen that traditional 
resource provisioning results in loss during both high demand 
and low demand periods. During low demand periods, 
computing resources idle wasting the capital while during high 
demand periods, services suffer due to resource starvation of 
resources. The same figure shows that the cloud computing 
based resource provisioning follows the demand pattern very 
closely overcoming the shortcomings of the traditional model. 
The other advantage of cloud computing is the cloud charging 
model. Customers are charged only for the usage under cloud 
charge model helping them to achieve the maximum for their 
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investment. Hence cloud computing delivers the best services 
at the lowest cost possible to the users. 
 
Fig. 2. Capacity Utilization Curve [19] 
A. Cloud Computing Delivery Models 
Commercial cloud systems delivery models can be divided into 
four main categories. They are namely private clouds, public 
clouds hybrid clouds and community clouds [20]. The 
following subsections discuss these models in detail. 
Private Cloud 
When organization owns and uses the entire cloud 
computing infrastructure, it is known as a private cloud. The 
entire private cloud infrastructure lies behind a corporate 
firewall of the organization. The management of the cloud 
system is also carried out locally through a permanent or 
outsourced or combination of both set of employees. The 
clientele of such a cloud system is the different divisions, 
departments or units within an organization. Generally a 
private cloud is the most expensive and secure of all the 
delivery models [21]. 
The Gartner Institute has come up with five key elements 
of private cloud systems, they are as follows: 
 Offers both hardware and software resources as services. 
 Flexible to meet the demands of the client. 
 Sharing resources among a large number of internal users. 
 Cost allocation and payments based on use. 
 Use of standard Internet protocols and technologies for 
resource access. 
An organization may choose to implement its own private 
cloud due to various reasons. Some of the common reasons and 
advantages for an organization to select a private cloud 
include: 
 All the computing resources in a data centre are managed as 
a single unit reducing the overhead. 
 The security of the entire cloud system can be defined and 
managed as a single unit. 
 A private cloud can be used as starting point so that the 
organization may move to a hybrid cloud on a future date. 
Public Cloud 
Public clouds are established and operated by commercial 
service providers. The service providers benefit from the 
economies of scale by maintaining large data centers and 
distributing the cost among a large number of users [22]. The 
business model of public cloud is pay-as-you-go or utility 
model [1]. Due to the large capacity of public cloud systems 
compared to private clouds, they have the capability of 
seamless on demand scalability for customer demands. Service 
providers offering public cloud services can implement better 
disaster management systems by distributing the data centers 
across a large geographical area. 
Advantages and Disadvantages: The advantages and 
disadvantages of public cloud systems over private cloud 
systems can be summarized as follows: 
 Low investment: No upfront cost and pay as you go model. 
 Better scalability and resilience. 
 Low or zero administrative cost. 
 Better robustness against disasters. 
 Security concern is high due to multi-tenancy and transfers 
over the Internet. 
 Organizations have less control over data centre functions. 
Hybrid Cloud 
A hybrid cloud system is the one where a part of the work 
load is shared between a private cloud and a public cloud [23]. 
Hybrid Clouds can be used to optimize the advantages of both 
the public and private cloud models. Using hybrid cloud 
systems, organizations can benefit from public cloud providers 
in either a full or partial manner. This increases the flexibility 
of computing by providing on-demand, externally-provisioned 
scalability. Augmenting a private cloud with the resources of a 
public cloud would successfully manage unexpected workload 
surges. 
Benefits and Risks: The benefits and risks of hybrid cloud 
systems can be summarized as follows: 
 Flexibility: important applications and data hosted in the 
private cloud and others can be transferred to public cloud. 
 Scalability: Private cloud handles the base load and 
fluctuations can be transferred to the public cloud. 
 Hybrid clouds have not been tested in a real world 
environment. 
 It may be difficult to control the security between private and 
public clouds. 
Community Cloud 
A community cloud is a shared cloud computing 
infrastructure by several organizations [20]. The organizations 
that share the common infrastructure are bound together with 
common concerns such as security, compliance to standards, 
jurisdiction etc [24]. A community cloud system is smaller 
than a public cloud system both in size and number of users. 
Since the cost of the infrastructure is shared among a few users 
(organizations) the savings realized in a community cloud lies 
between a private cloud and a public cloud. A community 
cloud may be hosted in-house or off-premises at a third party 
[20].  
The pros and cons of community cloud are in between that 
of public cloud and private cloud. A community cloud can be 
considered a smaller version of public cloud as it serves more 
than one organization. The complexity of community cloud 
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also lies between that of public and private clouds as it is 
necessary to meet the requirements of many customers with 
diverse requirements. Hence several issues need to be 
addressed before adopting a community cloud system. These 
issues can be summarized as follows. 
 Sharing the common expenditures. 
 Managing availability and service levels across the 
community. 
 Spread of data across multiple organizations and domains. 
 Legal and financial impact of a service outage. 
V. RURAL ICT IMPLEMENTATION MODEL 
Table 1 shows the sustainability issues of rural ICT projects 
and possible solutions for them. From Table I, it can be seen 
that the issues that hamper the successful implementation of 
rural ICT projects can be easily overcome by co-locating 
services. By co-locating facilities it is possible to reduce the 
cost of implementation and management of services along with 
that of the related hardware as many of them will be shared by 
multiple customers. Implementing shared resources as a cloud 
data centre would further reduce the cost drastically while 
increasing the utilization of these resources tremendously. Co-
locating services also help solve the lack of human resources 
issue by using the available resources to the maximum sharing 
them among all the projects. Since only a limited number of 
experts are required to be trained in developing services in 
local languages, they can be easily trained. When software 
applications are hosted in cloud systems, their cost of 
drastically reduced and the customers (telecentre operators) 
need to pay only for the usage. The maintenance and 
upgradation of the applications is also relatively easy compared 
to maintaining applications at end points. 
TABLE I.  RURAL ICT ISSUES AND POSSIBLE SOLUTIONS 
Rural ICT Issues Possible Solutions 
High cost of facilities 
Lack of human resources for 
managing facilities 
Lack of human resources for 
innovative application development 
Lack of resources (no. of computers) 
at telecentres 




Inadequate English knowledge of 
users 
Lack of computer skills of users 
Lack of service agreements 
Lack of network capacity 
Lack of income 
Co-locate servers 
Co-locate facilities  
 
Co-locate facilities  
 




Increase server capacity and 
utilization 




Use broadband access 
Maximize utilization 
The overall cost of implementation and maintenance of 
services are reduced as many services can now share the 
resources. The initial implementation of cloud data centre can 
be carried out by the government or an NGO that can be used 
to host many services. The implementation and operating cost 
of ICT delivery services (telecentres) are also reduced by using 
low cost commodity computers for accessing services and 
paying only for access. High speed network services are now 
common place throughout the world through the 
implementation of 4G LTE services [25]. Hence network 
access is not an issue at present. 
A. Cloud Powered Rural ICT Development 
The most appropriate cloud deployment model for the 
implementation of rural ICT projects would be community 
cloud model. The stakeholders of a community cloud system is 
bound by common goals such as serving a community and 
common characteristics including the type of usage and 
resources required. Hence all the resources requirements of the 
communities in a region can be pooled in a single cloud data 
centre. The data centers themselves can be implemented using 
low cost commodity hardware, if necessary. Also, the software 
required by the entire community in the region would also be 
installed centrally in the data centre, so that they can be shared 
by all the users. The cloud data centre would provide the 
required horse power for all the computing requirements along 
with the software applications. Fig. 3 shows an implementation 
framework that could be followed when implementing rural 
ICT projects. 
 
Fig. 3. Proposed Implementation Framework 
From Fig. 3, it can be seen that in the proposed 
implementation, the cloud based data centre is implemented 
only once and all the rural ICT projects can share it. This 
reduces the cost and lead time of projects very drastically. 
Whenever a new rural ICT project is proposed that must be 
implemented in the cloud data centre making it available to all 
the users in the region immediately. Extending the services to 
new locations can be carried out with relative ease by only 
setting up a telecentre or any other kind of access facility with 
low-cost hardware. The other advantage of the proposed model 
is that the services can be extended to any user who likes to 
access these services using any device capable of accessing the 
web by simply connecting to the data centre via the Internet. 
Since the access centers are proposed to be using broadband 
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connections, they need to be connected to the Internet only 
when necessary reducing the operating cost of services. 
VI. CONCLUSIONS 
In this paper, the authors have taken an in depth look at 
problems associated with existing rural ICT implementations. 
The main problems faced by these implementations are 
financial viability and lack of human resources to manage 
them. As a solution for this, we have proposed a cloud powered 
rural ICT implementation framework, where all the processing 
is carried out at a centralized cloud data centre. The proposed 
framework drastically reduce the per user cost of delivery 
services as most of the cost is shared by many such services in 
the region. Also, the human resource problem is also solved as 
each and every delivery centre does not require to have high 
skilled professionals. Only the professionals are required at the 
data centre. Also the disaster resilience of the systems could be 
easily improved by interconnecting regional data centers 
together. 
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